NEW | Office of Children
STATE | and Family Services

CONNECT'ONS Tip Sheet Revised November 2015
Adding a User to CONNECTIONS

Adding a user to CONNECTIONS is a multiple step process that requires (1) the establishment of a Human Services Enterprise Network
(HSEN) account using the Webstar application,(2) the granting application access to CONNECTIONS (in Webstar) and (3) the assignment of a
unit and security business functions in CONNECTIONS. These steps are done by the Local Security Administrator (LSA) in Webstar and the
Security Coordinator in CONNECTIONS. Both roles may/may not be assigned to the same person. This Tip Sheet outlines the basic steps
necessary in both systems to create a functioning account in CONNECTIONS.

|| Accessing the Webstar Application

The following steps require an Administrative (ADM) account
and are done by a Local Security Administrator (LSA).
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- Webstar application.

You must be logged in to the state network to access the

e If you are using a LAN connected state computer, open your
internet browser and go to: https://webstar.oft.state.nyenet

e |If you are using an agency computer, you must have SSL-
VPN permission in order to access the state network. Open
your internet browser and go to https://rc1.cio.ny.gov/hsen.
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Welcome to the

Secure Access SSL VPN

Lizsermname || |

Fassword

Sign In

Log in with your regular
User ID and password.

On the bookmarks page,
select the Webstar link.

Walcomae to the Secure Access S5L VPN, 9834zz.

The method for connecting to CONNECTIONS and other Citrix
applications has changed. The existing Program Neighborhood
Agent site is no longer being used and the CONNECTIONS link on
this page has been decommissioned on 05/04/10. To continue to
access your Citrix applications, complete the following steps:

1.) Click on "Citrix Client" link under the Files section to access
the installation files and directions.

2.) Open the "Installing Citrix Online Plugin for SSL VPN Users”
document,

3.) Follow the instructions to install and configure the Citrix Online
Plugin. This new version of the Citrix client will be used to access
your Citrix applications in the future.

Web Bookmarks ||| |

(& 1-http://www.ocfs.state.ny.us/
(& 1-http://ocfs state nyenet/
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& 1-webstar
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On the Webstar Main Menu page, scroll down and log in to
the Active Directory Administration section and enter your
Administrative (ADM) password to log in.




2. Click the CREATE HSEN/Mailbox User button.

WEBSTAR Ofﬁce 365 service now manual

DISABLE HSEN User Account | DISABLE User Account | Help
You are permitted to perform the activities listed below:
REENABLE HSEN User Account [ REENABLE User Account | Help
Please enter your password for youl
o UPDATE Extended Leave for NYSeMail UPDATE Extended L Hel
Administer 4 APPLICATION Access ended beave for T setal [ en eave l e
Add/Update/Remove -
‘ APPLICATION Access Admin e e ——
CREATE
<\HSEN User & Mailbox Account CREATE HSENMaibox User | Help [

Active Directory Administration
Webstar will use your ADM account [9834ZZ] for AD administration HSEN Ui‘:’;ﬁ?ﬁgﬁg%ﬁa} I UPDATE HSEN/Mailbox User

—
=*]If you encounter any problems, please contact the help Desk™™ Object l

Check Here to see ALL Possible Aftributes On Next Page  Help

Shortcut:[ Click Here to go Directly to PASSWORD RESET & UNLOCK |

Click Here for HELP WITH WEBSTAR 3. On the resulting screen, enter the new user’s first name,
middle initial and last name using upper and lower case
letters.

Select one admlnlstratwe umt from the list below

Salvation Army - Syracuse Area Services LSAs

Salvation Army - Syracuse Area Services SOs isati i i
Salvation Ammy - Syracuse Area Services WOs 4. Select the Organizational Unit (group) where the worker will

be based. If the user’s true geographic location is not listed,
Please enter your password for your ADM account: , . .
| choose the agency’s main location.

|| Step 1- Create an HSEN Account nyseWebstar HSEN Create Account!
) You Can Create Users in the following 2 area(s) of HSEN
To create a HSEN account for a new user: Salvation Army - Syracuse Area Services
1. On the Active Directory Administration Menu, click the Preventive Services Partnership
Enter New Users Name:
Administer User/Mailbox button Note: Use Capital and Lower Case Letters!
WEBSTAR HSEN Active Directory ADMINISTRATION Menu
B T T T Py e First Name: Initial: Last Name:
You Are Permitted to Do the Activities Listed Below: [ ] [ ] [ ]
Administrator Designed Reports HSEN Reports
User Must be placed in one of the following 3 Organizational Units
Search HSEN SALVATION ARMY - SYRACUSE AREA SERVICES (C17) SITES
Syracuse 3624 Midland Avenue
ADM Account Administration I ADM Account Administration l . Syracuse 749 South Warren St v
S — , PREVENTIVE SERVICES PARTNERSHIP (SJ8) SITES:

Create, Update & Delete | Administer USER/Mailbox |
3




Add a Mailbox by choosing either “Mailbox & HSEN” (to
create a state NYSeMail account in Microsoft Outlook) or
“‘HSEN and Custom Recipient” (to use an existing agency or
personal e-mail address).

Either choice will result in
having the user’s address
listed in the NYS Microsoft || Mailbox & HSEN Account

Outlook Global Address HSEN and Custom Recipient:
Book, which is accessible
to users on the NYS

Outlook system. Enter data and

demographic information for the new user. This information
will display in the Outlook Global Address Book.

[>> This information should be updated in Webstar and
CONNECTIONS whenever there is a change.

Create HSEN/Mailbox Object

HSEN Account ONLY-

Submit

Click the Submit button.

Check the Possible Matches box to see if this person already
has an active User ID.

e |If the user has a User ID with your agency, note the
account number so you can re-enable it instead of
creating a new one.

e |If the user has an ID, but with another agency, you will
need to continue to create a new User ID with your
agency.

Highlight “New User of this System! No Existing Userid
(Generate an ID)” and click the Submit for Create button.

On the
Create
HSEN
Account
page,
enter the
pertinent

No Userid. an ID
MNew 1o NT! Will Use Previously Assigned 1D. (Do Mot Create Your Own 1Ds!)

==sa====TTS5S5 Possible Similar Malches===ssz==
Userld:112C28 Name:BRIANMA BARNES (TTSS Account)
Userld:¥YT9306 Name BRIAN BURNS (TTSS Account)

| Check here to see Extended Attributes on next Screen

Select one of the options listed or Existing UserName | SUBMIT for CREATE

Webstar Create HSEN Account/Mailbox
Home Server: HSEN-SMB
Mailbox will be Created in Office 365

User Will Be Created In the Active Directory @:
Basic Information

User ID:|PU2474 Preventive Services Partnership (SJ8)
Full NametFurst Initial: |Q Last: ‘ Burns ‘
Slreet|5?? South Salina Street
Address:
City | Syracuse |state [NY |zip[13202 |
Job Titie:|
Depanment:[ Office: | l

® No Logon Script
O specific Script |

Home/OA Server is:
HSEN-SMB

[l Give User a Roaming Profile (not recommended)

Phone Numbers
Area Code Number Ext Area Code Number

Office | | \ }‘- | [ | Home | | I H |

| Pager| | [ H |
Mobile | | [ H

I Create A nyseWEBSTAR HSEN Account for Brian Burns ‘
NOTE: It may tal i to create the Account. Please Wait for the N to complete.

Fax | | \

10.Click the Create A nyseWebstar HSEN Account button.

11.Print the resulting “HSEN Account & NYSeMail Creation
Results” page.

i't This page lists the new HSEN ID number and the
* ) temporary password for the new account.

CreateNYSeAccount 11/9/2015 10:48:31 AM
HSEN Account & NYSeMail Creation Results

Creating HSEN\PU2474 @ Syracuse 677 South Salina Street Users
Preventive Services Partnership/SJ8

!
Creating User for Preventive Services Partnership (SJ8)
Results of Setting Password Value for HSEN (DCS179PW5HSENDC)/PU2474 are listed below:

<HSENIP02474 Password Updated: Uncap@




|| Step 2 - Administer Application Access ||

1. To grant the user access to the CONNECTIONS application,
scroll down on the Creation Results page and sign in to the
“‘Administration of Applications for this user” section using
your regular account password.

Account HSEN/PU2474 Created for Brian Burns!

Account Added to Group 'Syracuse 677 South Salina Street Users'l
Found 'Proxy Blocked New’ group.
Account Added to ‘Proxy Blocked New' Group

Will Create a Home Directory for PU2474 on Server HSEN-SMB

Important Exchange Profile Info for this User:
Microsoft Exchange Server: NYM115PW4EXC
Display Name: Burns, Brian Q (DFA3-5J8)

Results of Creating NY SeMail Mailbox for Brian Burns (PU2474) listed below:
NyseMail Email address is Brian.Burns@dfa.state.ny.us
Action Audited Successfully
Please wait 5 minutes until the user’'s Home Directory becomes available

No Email Notification

Administration of Applications for this user

Enter the Password of your(security administrator's) Regular Account

L

I Click here to administer Applications for this user ‘

(T

Connections Application Administration Menu for Domain HSEN
[i)csued Action'l . Add| Modify][  Delete

| Enter Data Above and Then| SUBMIT | I

{

4. Click the Submit. button.
5. Select the worker’s job location then click the Submit button.

6. Review the Results of Adding to CONNECTIONS page to be
sure the account was successfully added.

Note: This window can also be reached by logging in to
[:> the “Administer APPLICATION Access” field on the main

Webstar page.
Applications Menu
2. Click the You can administer the following application(s):
CONNECTIONS

| CHILD CARE FACILITIES

| CONNECTIONS App@

‘ List of Actnve > Directory Users I can Admmlster

Application button.

3. On the Connections
Application Admin-
istration menu, select
the Add radio button and enter the newly created HSEN ID.

Results of Adding to CONNECTIONS:

cmdtext: SELECT adspath, distinguishedName FROM 'LDAP:/DCS179PWSHSENDC/DC=HSEN' WHERE
objectClass="Group' AND cn='Syracuse 677 South Salina Street Conns’

hay group: Syracuse 677 South Salina Street Conns
group:

Agency: Preventive Services Partnership (SJ8)
ConnGroupPath: LDAP:/DCS179PWSHSENDC/CN=Syracuse 677 South Salina Street Conns,OU=Syracuse 677
South Salina Street User Groups,OU=Syracuse 677 South Salina Street Groups,OU=Syracuse 677 South Salina
Street, OU=Preventive Services Partnership (SJ8),0U=Agencies,O0U=All Users and Computers, DC=HSEN

PU2474 successfully added to Group 'Syracuse 677 South Saﬁn@

Wrote to Connections Trigger File Site 9U2
User will be Activated in Connections Tonight

Connections Account not be Activated until tomorrow
AR EERRRARRRERRREES

Create TsNetlng OK

NOTE: Adding access to the CONNECTIONS Application is a
“batch process” that must be processed overnight. The new
worker will appear in CONNECTIONS the next day assigned to a
temporary (“Conversion”) unit.

workload until they are moved from the conversion

~ Users cannot be assigned security or assigned a
&
unit to a permanent unit.




I Step 3 - Tasks in CONNECTIONS |

To be completed, at the earliest, the next day (after the over-
night batch) by the CONNECTIONS Security Coordinator.

. Enter the last name of the worker ~JStff Search >

Move the worker from the Conversion Unit

—SearchiMaintain- |E|

—Search/Maintain-
FPerson

2. Enter the name of the unit and/or site | Case/Stage
StaffiSecurity

to which the worker will be assigned in | g4 Home

1. Select Unit from the Search/Maintain
drop-down menu.

the appropriate fields and click the Resource
Search button. e
[Contracts |

Navigation Hints: Smaller districts
N |:>) or agencies may find it easier to just click the Search

button to return all units.

You can also use . Unit List
the filter bar to '
specify a particular T

unit from the search 0do
resu ItS L] Bronx, PRIMARYOT

Sealey,Shirley

3. Highlight the unit to which the worker will be assigned.
The Detail tab opens and displays everyone currently
assigned to the unit.

Note: This assumes you will be adding the worker to an
existing unit.

If a new unit must be created, please see the
o CONNECTIONS Security Tip Sheet, “Working with Units”
for information on how to add a unit.

4. In the Unit Detail window, click on the Staff Search link in the

left navigation pane to open the Staff
Search window.

Delete Unit

to be added and click the Search
button.

e |f you wish to add multiple users to a unit at once, do not
enter a last name; click the Search button to return a list
of all agency staff.

e You can narrow your search by entering a site code if
your agency has more than one site.

. Highlight the name of the worker (check the checkboxes next

to multiple names if you are adding more than one person to
the unit).

. Click the OK button, at the lower right of the grid, to add the

selected worker(s) to the unit and return you to the unit
widow.

. With a worker highlighted, scroll down to the Detail tab, and

use the drop-down Role menu to choose the role you wish to
assign.

Role: || E B [~ Unit Approver
Manager

Maintainer
Supervisor

Worker

In‘ﬂutl Yl*

Roles do not necessarily correspond with job titles!

Roles simply indicate the hierarchy of positions within a
particular unit. They are used in conjunction with the Unit
Sum Access business function to grant access to the
workloads within the unit. From lowest to highest, the roles




are: Worker < Supervisor < Maintainer < Manager.

NOTE - Some corrective actions in CONNECTIONS (e.g.,
1\ maintaining a closed investigation stage) require the
~— correct business function plus a unit role of Supervisor or
above.

8. In-assign the worker to their primary work location unit.

e A worker can be assigned to multiple units, but must have
one — and only one - “In” assignment.

When work is submitted for approval, it goes to the Unit
* ) Approver of the unit where the worker is In-Assigned.

9. Assign Unit Approver status, if needed, by clicking on the
Unit Approver checkbox.

e There can be only one approver per unit and every unit
must have an approver.

e You must remove the Unit Approver designation (and click
the Modify button) from one approver before you can
appoint another.

e The Unit Approver may be In or Out assigned to the unit.

¢ You cannot save the changes to the unit and exit this
window until a Unit Approver has been selected.

10.Click the Modify button; then click Save button (or Save and
Close if all changes to this unit have been made).

Once the Conversion unit is empty - except for the
temporary Unit Approver (“Person, Conversion”) - the unit

0 should be deleted. Please see the CONNECTIONS
Security Tip Sheet, “Working with Units” for information on
how to delete a unit.

Enter Worker Information —Search/Maintain- | =
1. Using the Search/Maintain drop-down Eaeamh"mai”‘ai”"
Erson
menu, choose Staff/Security. CaselStage
2. Click Search to display a list of your ane
entire agency’s staff or enter the Resource
worker’'s name to locate them gfi'fe

specifically.

3. Highlight the desired worker’s name to open the Detail tab for
that worker.

4. On the Detail tab, click the Case Assignable check-box if
the worker will be assigned cases.

i'f If the worker will not be carrying a caseload, leave this
* ) box unchecked.

Middle: Last: Wils-::un|
FTE%: 100 [+ Case Aszsignable
Logon ID:  DU0033 Lol
5. Using the drop- Detail ® Address Phone
wn men

do enu, Personal

choose the First: Sara

appropriate End Date: (| v

“Category” for the
worker. This will
appear in the Staff

CCRS ID:

Category: | Caseworker

Family and Community Advocate

listing for this HnitiCffics Firt Deputy Director
. Agency: =]
worker in Foster Care Services
Office Sitel| Home Finder
CONNECTIONS. Hotse Aide

Role:

Interstate Compact




NOTE - “Category” is NOT the same thing as “Job Type” « Additional business functions should be assigned

1\ for Security purposes — it only describes the type of work only if additional access is needed.

this worker does. . . )
2. Assign Job Types, only if your agency uses this as part of

7. Click the Address tab, complete information in the Address Job Types are used in conjunction with the Agency Access
8. Click the Phone tab, complete information in the Phone functions to grant caseload | |3ob Types
window and click the Save button. access across job types, or via | [ FISCAL STAFF
, . o . direct supervisory lines within the | 7 FOSTER CARE CASEWORKER
9. If desired, enter information in the Skills tab. entire agency. Not all agencies | [~ FOSTER CARE DIRECTOR
Assign Security Business Functions use this feature. [T FOSTER CARE SUPERVISOR
Changes to security take effect when the worker next logs Do not assign any Job Type fi] | HOME FINDER .
[{>’ infto CONNECTIONS. Workers may log off and log on i 1 E if your agency does not use [] | FIOME FIHDING SUPERVISOR
again for changes to take effect immediately ~— this form of security structure.
1. With the worker still highlighted, click the Security tab. 3. Click on the Modify button, then Save or Save & Close.

2. Assign Business Functions as appropriate.by double clicking
on the checkboxes corresponding to the business functions

the worker requires to = = In order for a worker to access CONNECTIONS, they may need
complete their job duties. . a——————— additional permissions.

Additional Considerations

[~ CASE/PERS SRCH
See the [ CPS CASEWORKER e Users who access CONNECTIONS via their agency’s own
CONNNECTIONS [~ CPS SUP LIMITED network must be granted access to that network.
0 S Ue;;(rel:}s/t;[:?jiigeBezj:si oss m| deslnznagd e Agency or district users who have high-speed Internet
Functions’ for more vl | CREATEFSI access, may access CONNECTIONS directly over the
[v ENTER PROG NOTE internet via the URL https://connections.ocfs.ny.gov.

information.
If using non-state owned equipment, a one-time download of

the Citrix Receiver is required. To download this, a user with
administrative rights to the computer/laptop/tablet must
navigate to this URL, sign in and follow the pop-up
instructions to download the client.

e Any person given access to CONNECTIONS wiill
automatically be assigned the “Standard Access”
Business Function. This function grants access to the
worker's own Workload and To-Do tabs.




i

Once the download is complete, open the
CONNECTIONS application by double-
clicking the correct icon.

CONNECTIONMS

(—

If a user needs to access Webstar, the
OCFS Intranet and/ or the Data Warehouse

from a non-state owned computer, SSL-
VPN access must be requested from the NYS Information
Technology Services (ITS).

See http://www.ocfs.state.ny.us/main/vpn/sslvpn for the
required SSL-VPN request form and submission
instructions.

Important Links for SSL-VPN users

To log onto CONNECTIONS via the Internet:
https://CONNECTIONS.ocfs.ny.gov

To log onto the state network to get to Webstar, the Data
Warehouse or the OCFS Intranet from a non-state-owned
computer (requires SSL-VPN permission and download of
the Citrix Receiver) :

https://rc1.cio.ny.gov/hsen

a \:_? https://rel.its
[ X ]
i Cficad
o -ITsm-m
- | Techroingy
- Senvices

ny.gow/dana-na/auth/ut O ~ & B C || £ Secure Access SSLVPN

‘Welcome to the

Secure Access SSL VPN

account to begin your secure session,

e Toreach resources on the CONNECTIONS Internet website:

http://ocfs.ny.gov/connect

e To access an HSEN email account (Outlook Web Access)
over the internet:

https://login.microsoftonline.com

Resources

e CONNECTIONS Job Aids and Tip Sheets:

http://ocfs.state.nyenet/connect/jobaides/jobaides.asp

e CONNECTIONS Regional Implementation Staff:

http://ocfs.state.nyenet/connect/contact.asp

e CONNECTIONS Application Help Mailbox:

ocfs.sm.conn_app@ocfs.state.ny.us
(NOTE: address contains an underline)

e CONNECTIONS Communications Mailbox:

connectionsi@ocfs.ny.gov

ITS Enterprise Service Desk
1-800-697-1323



http://ocfs.state.nyenet/connect/contact.asp
mailto:ocfs.sm.conn_app@ocfs.state.ny.us
http://ocfs.ny.gov/connect/connectionsi@ocfs.ny.gov

